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DNA Branding Process 
 

Introduction 

 

Copyright law protects the owner of intellectual property (IP) from abuse, but the 

consumer has misunderstood its fair use components. Most everyone assumes they have a 

right to browse, that is, listen to some or all of the music on a CD at a store prior to 

purchase. They also know that after purchase they are allowed to lend, rent, and resell a 

CD. These activities do not require the consumer to make a copy. Courts have established 

the principle that the publisher has the right only to the “first sale” of a copy and the 

buyer must not make additional copies, but may transfer the purchased copy. A specific 

exception for software allows the software owner to make a backup copy. Consumer 

advocates interpret fair use by the public to making a reasonable number of copies for 

personal use in a number of playing devices owned by the purchaser. Others have moved 

beyond this notion from “burning” a few copies for friends to establishing a worldwide 

music-sharing consortium. This paper discusses a process, we believe, will help secure IP 

and enable the recording industry to specify the subsequent use of its IP. 

 

Background 

 

The Internet, bit copying programs, and file transfer programs using File Transfer 

Protocol (FTP) have been useful tools in information sharing. However, those 

technologies, particularly anonymous FTP that does not require a file user to identify 

itself to the file owner, have supported trafficking of unauthorized copies of IP. Person-

to-Person (P2P) networks allow files to be copied instantaneously with maximum 

automation and without the cost of physical media. The recording industry wants to use 

this technology for the same reason: perfect reproduction, ease of distribution, and 

manufacturing. However producing a product in static form makes the intellectual-

property vulnerable. 

 

Digital Rights Management (DRM) systems have been the proposed solution by the 

software industry. DRM should be able to support a user’s reasonable content usage 

expectations while simultaneously protecting the rights of the copyright owner. In 

addition, owners of IP have been pushing for DRM technologies to control distribution of 

IP so that it does not fall into the wrong hands. However, consumer advocates have 

privacy concerns as well as the purchaser’s right to anonymity both in the purchase 

process and subsequent use of the CD. DRM represents the media industry’s attempts at 

playing “Big Brother” by controlling user behavior in ways that are inconsistent with the 

balance of interests embodied in intellectual property law.  

 

DRM system developers have indicated that they will develop toward giving users 

convenient, seamless experiences along with guarantees of privacy. An ideal DRM 

scheme for integration with P2P networks should at least offer some degree of identity 

interoperability among popular formats, devices, and services; existing technology for 
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aggregating personal information online. Also, a DRM scheme that is suitable for 

integration with P2P networks has to preserve a seamless user experience.  

 

 

Securing Digital Media 

 

The security industry discussed the futility of digital copy prevention. All digital content 

will eventually be available as “unprotected bits” that can be copied easily and 

anonymously. All digital copy protection schemes can be broken, and once they are, the 

breaks will be distributed to average users through Web sites that support unauthorized 

copying. 

 

The well-known DVD video security flaws need to be fixed, but the repair has to be done 

on the consumer’s player. The video industry cannot fix this without first abandoning 

compatibility with the installed base of DVD players. Programmable protection systems 

can avoid this category of problem by shifting responsibility for security from players to 

the content itself. While compromises will still occur, updates can be made to the security 

code that corrects for past vulnerabilities.  

 

The lack of perfect security does not necessarily support claims that IP owners need to 

adopt new business models because “copy protection efforts are doomed” and rampant 

piracy is inevitable. Risk management approaches have the potential to provide a long-

term deterrent without perfect security. Instead of trying to anticipate and prevent every 

possible attack, risk management systems are designed to respond to dynamic threats and 

recover from compromises.  

 

DNA Branding Process 

 

Future processes must be able to mitigate unexpected risks. Instead of implementing the 

security system solely in the player, much of the content’s protection system and 

decoding software can be distributed as part of the content itself. Having its own security 

logic, policies, and countermeasures makes it no longer necessary to anticipate and 

prevent all possible attacks when the media format is designed. Deferring security 

decisions until the content is mastered (or, in some cases, decoded) allows security 

problems to be corrected without changes to the media format or the installed base of 

players. Under this type of security architecture, the player provides an execution 

environment for the security code that is distributed with the content.  

 

The DNA Branding process proposed in this paper supports that theme. The DNA 

Branding process is an instantiation (implementation) of the DNA Intrusion Detection 

Method, which is in patent pending status. The process combines an executable, a storage 

facility, and the DNA Branded IP using data hiding techniques. The effect is a technology 

that can change over time (or morph) in response to new security threats. 

 

A project was initiated in 1999 to investigate information systems security from an 

operating system perspective based on the concept of an internal system protection 
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function that differentiates between self and non-self objects. The DNA Intrusion 

Detection Method (Patent Pending) was created that inserts identification data into an 

object that uniquely connects it with the operating system on which it resides. By creating 

unique identifiers, a computer system can differentiate between self and non-self objects 

in the same manner that the human DNA differentiates individuals. The operating system 

would be in position to identify an unauthorized object, such as a worm, virus or Trojan 

horse. 

 

The DNA Intrusion Detection Method is organized into three general phases. The DNA 

Definition Phase defines the DNA Pattern (a combination of elements that creates a 

unique identity), the environment in which it belongs, the process for injecting the DNA 

Pattern into the objects, and a storage facility. The DNA Creation Phase injects the DNA 

Pattern into the computer system objects, creates a database of new objects and creates an 

information database. The DNA Authentication Phase authorizes an object for execution 

by the computer system. The processes in the DNA Definition Phase are executed once 

while the DNA Creation and DNA Authentication Phases are executed continuously as 

new objects are encountered and existing objects are prepared for execution. 

 

The DNA Branding Method is a specific application of the DNA Intrusion Detection 

Method. It can be used in ways similar to utilities. It can be a stand-alone process or used 

in conjunction with other applications or processes. Our vision for the recording industry 

is that the DNA Branding Process can be used to manage and distribute the IP as a 

security element of a DRM process. Flowchart A (attached) illustrates a fundamental 

process view of this scenario. It shows the DNA Branding Process as an interface 

between the database holding the IP and the various computer-based corporate and 

consumer users. Given the consumer’s players have the same characteristics as a PC with 

a disk drive, CPU, and a capability to execute programs, Flowchart B (attached) is a 

possible consumer-centered scenario. This scenario allows the consumer to play or burn 

CD for their use on specific computer or players. While this scenario is complicated, we 

believe it is functional when used in concert with a less restrictive DRM system. 

 

 

Summary 

 

The security industry has stated that there is no known complete security system. Security 

is a process as well as a collection of devices. The method developed is not a complete 

security solution, but an implementation of instantiations that can be viewed as a factor in 

a suite of security tools. 

 

Because players must be able to operate off-line, the only practical and effective channel 

for reporting information is the output content itself. Although conventional watermarks 

could theoretically be adapted for this purpose, the DNA Branding Process may provide a 

practical and provably secure alternative. The type of “forensic mark” embeds identifying 

and diagnostic information in outputs, but does not use a fixed detector. As a result, they 

are able to avoid the security problems with conventional watermarks.  
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As a result, each attack has an effective response. Content owners will be able to 

constantly upgrade security over time even to correct for risks that were not known when 

the original system was designed. Although risk management can control problems, no 

security technology can eliminate piracy. Some attacks, such as copying from analog 

outputs (speakers, displays, etc.) using general-purpose recording devices, are impossible 

to prevent completely and will always remain a threat. Similarly, no player or media 

technology can eliminate piracy using Internet-based file sharing networks. When 

problems do occur, self-protecting content can be used to correct security weaknesses and 

to identify/revoke pirates’ equipment, although responses to the most determined pirates 

will continue to require law enforcement.  

 

Although numerous products and technologies have been advertised as solutions to the 

problem of piracy, most commercial security systems fail once an implementation is 

compromised. These designs can work in limited deployments, but any technology 

deployed as part of a major standard will inevitably attract extremely determined attacks 

and some implementations will get broken. The long lifespan of media formats, diversity 

of player implementations, complexity of security/usage models, and constantly changing 

risk scenarios provide attackers with numerous avenues of attack and the time and 

resources to explore them. As a result, effective content protection systems must be able 

to survive compromises and adapt to new threats.  
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Flowchart A 
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Flowchart B 
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